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ULS: Ultra Large Scale Systems

= One year study conducted at SEI: August
2005 to June 2006.

= Goal: Research Roadmap to prepare. for
the advent of ULS systems.

= SE| Staff:_Linda Northrop (leader), Peter

~[=eiler, JohnGoodenough, Rick Linger, Tiom:
JEengstalt; Rick kazman, Mark Klein, Mark
Pleszkoch, Kurt Wallnau.
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Launched August 2005, WHra:Large-Soale
meeting in Pittsburgh, PA Systems
» ULS Characteristics, The Software Challenge
Research Challenges, ShulgileE
Research Areas.
 Three groups, ULS design,
ULS quality, ULS operation
 Coordination meeting,
November 2005.
» Write-ups, internal reviews,
- External reviews.
* Final report, June 2006.
* Exploration of funding

Options, opportunities. .
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= Characteristics of ULS Systems

= Challenges in ULS Systems
= ULS Research Areas
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ULS Systems: One hillion lines of code....

Currently, we build/ compose/ maintain/ configure
million LOC systems. A difference of scale.

Scale Changes everything!!!

Analogy:. ahemewVs a skyscraper. Not a bigger
nome, but a totally different object.
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= [Decentralization: (data, develepment,
evolution, operational control).

= Conflicting Requirements (many
stakeholders, with distinct, inconsistent

needs).

= Continuous evolution and deployment
= (evolutionany lifecycle).

NN Eeterogeneeus, inconsistent, and changing
components (overlap, vs partition).
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= Erosion of the people system boundary
(people as elements of the system). Also,
erosion of developer/ user distinction.

= Normal failure (hardware/ softwarerfailures
are the norm rather than the exception).

=uNew paradigms for acquisition. and.policy.
(lew. methedsreiracquisition/ operation/
control).
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= Scale precludes centralized/ hierarchical
control of data, development, evolution.

Characteristic undermines the following
assumption:

*FAll conflicts must be resolved,, unifenmly:
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= Scale precludes waterfall-like lifecycle,
Where reguirements are pinned down before
development.

Characteristic undermines the following
assumptions:

= Reguirements,can.be. knowminradvance and
‘chiangersiowly as system evolves.

= Tradeoff decisions will be stable.
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= |ndefinite evolution, ne phaseout.

= Distributed evolution, at the whim of a broad' class
of users/ stakeholders/ administrators.

= Evolution: distributed, constrained change rather

than centrally planned change (free market vs
centralized economy).

Chanacteristic undermines the feliewing assumplienk

ESystemimprevements are introduced at discrete
intervals (build-use-build).
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= Heterogeneous: distinct sources, platforms,
languages, methods, etc...

= |nconsistent: developed independently, no

mutual cognizance, generating
unpredictable / unpredicted emergent
ehavior

= Changineirmoenrcentralliyplanned nor
centrally observable manner.
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Characteristic undermines the following
assumption:

= Effects of change can be predicted or
modeled.

= Configuration information tightly controlled.
= Components and users homogeneous.

'Systems areypipasiitionedintercomponents;
Sralier components overlap. Alters
composition rules profoundly.
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= People as part of the: system (decision nodes). All
system modeling profoundly altered.

= The law of large numbers allows for analysis of
system observation that is alien to small systems

(Thermodynamics vs Particle Physics).

Characteristic undermines the following
assumptions:

= People are. justiusers,of the system.
N Collective peeple behavior of neinterest.
= Social interactions irrelevant.
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= EXcessive Size, Complexity, Heterogeneity =»
Pervasive failures throughout

= Change of focus: no longer on avoidance,
removal, but mostly on recovery/ redundancy.

Characteristic undermines the following
assumptions:

SRireguent faillures.
sNPelects cantve removed.
= Effects can be modeled away.
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= Distributed’ acquisition;, management, control,
administration, evolution.

= Multiple providers, multiple stakeholders, multiple
user classes.

= Emphasis on constraining (through, rules) rather
than proactive decision making.

_Characteristic.undermines the following assumption:

sEATprime. contliactiemisresponsikvlieror system
Sdevelopment, evolution, operation. (impact: liability,
organization, procurement).
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ULS Characteristics put most current SE
knowledge out of commission.

Three broad areas of consideration:
= Design and Evolution (Darwin Team).
= Orchestration and Control.

= Vienitonng,and Assessmeniintelligent
ADEsignTiream).
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= Challenge: harness and coordinate design
capabilities and motivation of individual
companies, prime contractors, supply chains, but
also whole industries, within which competition will

drive exploration of richer design, spaces.

Developing and evolving architectures around
Whichrindustries will organizey(re: auto industin).. .

Designefitherndustriallfecosystem, including
Incentive structures and sources of value.
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ULS Systems will include not only IT components,
But also:

Machines,
Individuals and teams,

Diverse sensors,
Information streams and stores.

Traditional viewasS\Wias pregramming the computer.:
sNewview:"SWas programming allithe information
processing mechanisms of a ULS system.
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= ULS systems will'require an internal
Infrastructure that supports development
and evolution, initiated by system designers,

Implementers, operators, users.
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= Economics and Indusiry structures: aligning

design architecture and industry structures to
harness economic forces to meet key ULS
requirements.

= Social activity for constructing computatienal
environments: modeling social interactions to

support ULS design.

= lfegall Issues; licensing, intellectual property;
Wil cemificatont(sarety, Security) in.a ULS
context (self-configurability?).
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= Enforcement mechanisms and processes for the
Set of'(legal, design and process) rules that
Ssupport and maintain the integrity of the system.

= Definition of common services supporting ULS

systems: defining an infrastructure (technelegical,
legal, social services) that is common to many
elements of ULS systems.

= Rules and Regulations: Howawillwhoelendustiess
Lagliee enstandardstterensure conerence and
guality.
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= Agility: ability te respond to changes In
Process or product parameters.

= |ntegration: ability to integrate
heterogeneous components efficiently and

reliably.

= User controlled evolution: Providing
— cemponents, and compositien; rulesithat
Laiiiend-usersranility torcreate new.
capabilities.
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= Computer supported: evolution: Autemated
tools 1o support the development and
evolution of ULS systems.

= Adaptable structure: ability to create

designs that are effective even as
requirements and environments change.
SLEmerngent guality: ability teserganize
sprecessestorproducing ULS systems So
that they converge on high guality designs.
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Orchestration:

= Set ofi activities needed to maintain harmony
In the operation of a ULS system.

= Orchestration requires upfront design,
overall policy (formulation, enfercement),
and real-time parameter tuning.

= Dealing withinterdependencies hetween
Neeall miermmediate and global events/
properties (analogy with city).
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We need new knewledge, technologies, method-s In:

Online modification. Parts of the system may be
shut dewn, under repair, under modification... how
to ensure this does not affect other parts in
undesirable or unpredictable ways.

Maintaining quality of service. Maintaining overall
QoS while meeting local QoS reguirements.

Creation-and Execution of Policies and Rules.
Wivat policiesyand.rules, lead iGrefifective solutionss

Nierdivergenustakenolders (Mo’ zero sum, game)?
How are such rules promulgated? Enforced?
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= Adaptation to' Users and Contexts. Eliciting/
representing/ discovering/ analyzing user
needs; catering to these needs at run-time.

= Enabling user controlled orchestration.

Providing components and composition
rules that give users the ability to adapt and
P clstomize portions of the:system.inithedield;
(Blurrngthedinersysradmin/ developer/
maintainer/ end user).
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= Assessing the effectiveness of a ULS system
design; orchestration, and evolution.

= Monitor and analyze system state, behavior,
health.

= Criteria of good health/ fitness/ adeguacy depend
on stakeholder (administrator, user, partner,
agent), stage of evolution, system component, etc.

= \Voving fromynaniow/.dry. metricsibhased
Nassessmentiermore global' measurement of
fitness/ health.
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= Scale, decentralization, distribution, heterogeneity.
off ULS systems challenges current assessment
techniques.

= Many measures may be statistical rather than

punctual (e.g. GDP).

= New technologies are needed to: define quality
ExXpectations; learn ways tor maintaina:UltSawithing
tliese expectations; learmitornfiience evolution: of
ULS system towards a particular guality goal.
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Sample Challenges:

= Defining the indicators: local metrics, global
metrics, intermediate metrics (subsystem
specific, stakeholder specific).

= Understanding how indicatoers change:
\What adjustments have an impact on
lndicators.

RPHerZIng the Indicators. Generality,
relative importance, impact, etc.
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= Handling change. Measures must be
updated as the system evolves, user needs
evolve.

= |mperfect information. Informatien may be
Inaccurate, stale, partial, etc.

ErGauging the' Human element., Indicators,of.
iealth andiperfermmanceroipeople,
pUSInesses, organizational'components.
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Interdisciplinary portielio of seven research areas, to
address the three challenges of ULS system
design evolution, orchestration and control,
monitoring and assessment.

ULS characteristics fundamentally undermine the
assumptions of today’s approaches,
breakthroughs are needed.

[Ecesystem nature of ULS systems: a mere
LEXpansiveNVIewrerseitware iesearch, interactions
with physical and social sciences.
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= Human Interaction. Humans as elements of a
socially’constituted computational process.
Research involves anthropology, sociology, social
sciences. Constructing and Evolving socio

technical systems.

Computational emergence. Some aspects of
ULS systems are driven by incentivizing and
constraining behavior, ratherthan prescribing
ehavior GameNheoR/; meechanism design.
ERsuring globally optimized behavier from locally.
driven (self interest) behaviors.
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= PDesign. From atechnology-centric
discipline to a discipline focused on people
and organizations. Social, cognitive and

economic considerations. Design
structures, such as design rules and
government policies. Variety of levels of
alastraction; —~
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= Computational Engineering. Turnlng the
develepment, analysis and evolution of ULS
systems and components into a mature
engineering discipline. Compiled knowledge
captured into tools, methods, techniques.

= Adaptive System Infrastructure.. Development
environments and run time platforms that support
decentralization of ULS systems. Means to
enable development of ULS systems;intheir
depleymentenvirenmenti(@neiierblurred
“distinction:development envirenment Vs
operational environment).
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= Adaptable /'Predictable System Quality.
Managing traditional gualities such as
security, performance, reliability, usability is

necessary but insufficient. Maintaining
guality in the face continuous change,
ongping, failures and sustained attacks.

S dentifyingupredicting.controlling new
Ndicators ol system health.
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= Policy, Acquisition and Management.
Replacing traditional procurement
processes with acquisition policies that

accommodate the rapid/ continueus

evolution of ULS systems by treating

suppliers.and supply chains as components
" of the ULSsystem:Anotherdistinction

"piurred.
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nues

Research Area Design and Orchestration Monitoring
Evolution Control Assessment
Human Interaction _
Computational
Emergence

—_
Computational
Engimeering
Adaptive System
Ifiastiucture
Adaptable System
Quality

Policy, Acquisition,
Management 38

38



= Quantifying Dependability (ORNL, ULS
Quality).

= Modeling System Redundancy. (Nermal
Failure).

=FAUtomated Analysis of Seftware. Product
((Computanenal"Suppert, Next Generation
SE).
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A Challenge tor MTTE:

Ne cognizance of variance with respect to
subspecification.

No cognizance of variance with respect to
stakeholder.

No.cognizance of variance with respect to
verificationand,validation. =

IN@'Cognizance of variance withirespect to
operational profiles.
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Mean Failure Cost:
= Quantified by $ per unit of operation time.
= Computed separately for each stakeholder.

= Takes into account variance in stakes
associated with subspecifications.

= jakes into, account variancedn prebability efi
Salure Wit respect to each; subspecification.
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Niean Eaifure Cot

Binarv Searcher 10 2 0.1002
Median Finder 4 0.0404
Linear Searcher 10 0.0710
Brute Force Searcher 10 0.0010
Probabality of Success . . 0.98991 MTTF=
Probabality of Failure . . 0.01009 T = 986072

NerdistinctioRMetween reliabnity and safety. Both
captured in MFC.
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Stakes, Stakeholders ina ECS

Stakeholders: Passenger, Pilot, FAA, Airline Company,
Airline manufacturer, Insurance Company...

Subspecs: Smooth ride, Fuel efficiency, Timeliness, Flight
Vector, Safety Regs,...

Stakes: loss of life, loss of corporate leyalty, airline
reputation, aircraft reputation, insurance claim...

Applications:. Premium per hour vs MFC(Insurer). Income
perhounvs MEC(AIrling). Design, Verlicalion costVs
VEC(IVianuiaciiier) Business Gaimnor Leisure vs
VIEC(Passenger).
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Redundancy as a system attribute, alongside
modularity, size, complexity. Qualitative and
guantitative models.

More to redundancy than duplicating bits,
duplicating components, duplicating
wvarniables:

[DESpIie pe/asiVeERess; pPoery defined/
modeled.
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State redundancy. More representations than
representables.

Functional redundancy. More functionality

than required.

Control redundancy. More than.one way to
peachieve given effect.

sliempoeralfregunaancy. Relations between
successive values.
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= Non surjectivity off Representation
Mappings.
= Non surjectivity of System Functions.

= Non injectivity of System Functions.
= Non determinacy of System Specifications.

Vision: Definesedundancy gualitatively; laysas
‘generalformula, that captures. all these

attributes.
mg(Rok.
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= Functional Redundanecy:

LD Y
H(F (X))

D(F)
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= Positive for any lossless coding.
= Minimal for Huffman coding.
= |[ncreased with non uniform probability

distributions.
= Negative for non prefix codes.
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Expression

COutput Space

X
2x X
X mod 4
X mod 16
X div 2

B5
85
85
85
B5

Do
L L & & €A
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FUnctionz

Deriving the functien ef-a while loop, written in seme
programming/language, say C++. Under the
following conditions:

= Closed Form Expression of the loop function

(bridging the inductive argument).
= Deriving the Loop Function by Successive
Approximations.

= Providing Substitutes,for. the Leppifunction. As'the
sexiractiontecapanility evolVes, We cover more
loops, and more of each loop.
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=flnierment

Refinement Ordering), Refinement Lattice.

= Partial Ordering.
Any two specs have a meet.
Join exists conditionally.
Universal lower bound.
Noesuniversal.upper bound.
Viaximall elementss ietal deterrmmistic.
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rigorers of Atractor

Given a while loep (while't do B), iff we find &
reflexive transitive relation R that is a
superset of B, then W refines RI/t.

R/t: lower bound for W.
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nops 0 I Aggroacy

Deriving the Loop Eunction by successive
approximations, using lower bounds.

How do we find lower bounds?

How do we combine them?
How do we know we are done?
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Three Steps:

15

loep.cpp - loop.cca.
(conditional) concurrent assignments.

loop.cca - loop.mat.
Inspecting any set of cca, deriving lower bounds.
leep.mat..=. loop.bn

reselve the eguatensidefined oy the lower
PeUNdS to derive primed variables.
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while t
{x = x+6,

Yy = y+x+3,
Z = z+y+x+3}

RST, Ada Europe, June 2007

59



——

If B ={CCAl, CCA2, CCAS3, ...} then we
nterpret this in terms of relations as:

B=CCA nCCA, nCCA, ...

Each CCAI represents a superset of B! Each
pair.of CCAI'S represents a superset of B;
each triplet i CCAI'S represents a superset
ofif B

Basis of separation of concerns.
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= State space: Xx: Int; const c: Int;
= Code pattern: x:= X+c.
= | ower bound of [w]:
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grizer

= State space: Xx: Int; const c: Int;
= Code pattern: x:= X+c.
= | ower bound of [w]:

R={(s,s") | x.mod.c = x'.mod.c}.
V =Rol(—t).
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OgrIZer

—

= State Space: X, y: Int; const a, b: Int.
= Code pattern: x:= x+a, y:= y+b.
= | ower bound of [w]:
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ogrlizer

= State Space: X, y: Int; const a, b: Int.
= Code pattern: x:= x+a; y:= y+b.
= | ower bound of [w]:

R={(s,s')|bx—ay=Dbx'-ay'}.
V =Rol (-t).
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= State Space: x,V: listtype;
= Code pattern:

y.= y.head(Xx);

X:= tail(x);
= | ower bound of [w]:

Ogf]]

———
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= State Space: x,V: listtype;
= Code pattern:
y.= y.head(Xx);

X:= tail(x);
= | ower Bound of [w]:

‘R={(s,s") | x.y=x"y'}.
V =Ro|(ﬁt)'._m'
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Ogfl]
= State space: I: Int; X: sometype;
= Code pattern:

;= 1-1;

X:= f(X);
= | ower bound of [w]:
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oY

rlizer

= State space: I: Int; X: sometype;
= Code pattern:
;= 1-1;
X:= f(X);
= | ower bound of [w]:

R={(s,s)| f'(x)=f"(x)}.
V =Rol (=t).
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Loop.cpp

while x!=0
{x = x-1;
y =y+2;
Z = 7+Xx+1;
W = w+2*(y-2);}

Loop.cca

while x!=0
{x =x-1,
y =y+2,
Z = 72+X,
W =Ww + 2*y}
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Apolicatior

Loop.mat

Simplify[reduce]
{2*x+y=2*xP+yP,
z+(x*(x+1)/2)=zP+(xP*(xP+1)/2),

yP=2*x+y
w-(y*(y-2)/2)= wP-(yP*(yP-2)/2), WP=w+2*x*(x+y-1)

xP=0}, B . .
N {(xP,yP,zP,wP}]] ZP=(Xx+x*x+2*2)/2

RST, Ada Europe, June 2007

70



Jint x;
intt;

intj;

intv;
intw;
const int a;
const int b;
const int c;
const function f;
inty;

int z;

while (x >=5)
{y=y+h,
X = %-5,
z=12+10,
=L
v =1(v),
W=W+V,
t=tc}

Appllcaltlons,

Simplify[ Reduce[ {

%%----------One-Recognizers--
Modly,|b]] = Mod[yP, |bl],
Mod[x,|5[] = Mod[xP,|5]],
Mod][z,|10]] = Mod[zP,|10]],
Modl[j,|1]] = Mod[jP,[1]],
Mod[t,|c]] = Mod[tP,[c]].

Two-Recognizers-
b*x+5*y = b*xP+5*yP,
b*z-10*y = b*zP-10*yP,
10*y-b*z = 10*yP-b*zP,
b*j+1*y = b*jP+1*yP,
b*t+c*y = b*tP+c*yP,
10*x+5*z = 10*xP+5*zP,
5*j-1*x = 5*jP-1*xP,
1*x-5%] = 1*xP-5*P,
5*t-c*x = 5*tP-c*xP,
c*x-5*t = c*xP-5*tP,
10*j+1*z = 10*jP+1*zP,
10*t+c*z = 10*tP+c*zP,
1*t-c*j = 1*tP-c*jP,
c*j-1*t = c*jP-1*tP,

%%----------Three-Recognizers---

Nest[f,v,j] = Nest[f,vP,jP],
w+Sum([Nest[f,v.k].{k.1.j}] =
wP+Sum([Nest[f,vP,k],{k,1,jP}],

%%----------Last State Satisfies Not t--
Not(xP>=5),
%%----------Penultimate State Satisfies t-

Resolve [ Exists [
{jPP,tPP,vPP,WwPP xPP,yPP,zPP},
(XPP>=5) &&

tP=tPP-c &&

WP=wPP+VPP &&

VP=f(VPP) &&

JP=jPP-1 &&

2P=2PP+10 &&

XP=xPP-5 &&

yP=yPP+b] ],

{iP, tP, vP, WP, XP, yP, zP} 1]
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ULS Systems
Ultra LLarge, but also...

Distributed, Decentralized, Evolving,
Heterogeneous, Failure prone, Human dependent.

Intermediate between centralized small systems
and loosely coupled systems.

Challenges;cunrent.technical capahilities; callsHior
radically newrerganizational paradigms.

Further information: http://www.sel.cmu.edu/uls/
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