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Verification of Safety-Critical Systems with
Formal Methods
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Verification of Concurrent Systems
with Model Checking
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Model Property
Construction Specification
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Ltl Formula

Assertions
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Why Ada? Why SPIN?
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» Deadlock;

» Range Checking:

» Extracts an LTL formula which checks if the range of a variable
Is violated;
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Annotated Properties

» An annotation language inspired by SPARK;

» Temporal Properties:
» Pattern Properties;
» User-defined properties;
» Operation contracts (procedures, functions and entries):
» Pre and Post conditions (assertions);
» Invariants (temporal property);
» Special Labels:
» End;
» Progress;

» Accept
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Model Extraction - Send Msg

procedure Send_Msg(M: in Msg) inline UserTaskO_Send_Msg ( M)
is {
Origin: Proc_Id;

UserTaskO Send_ Msg_Origin );

begin
Origin := Get Origin(M); UserTaskO_Get Dest (M,
Dest := Get_Dest(M); UserTaskO_Send_Msg_Dest );

Write(M,
Pointers(Origin)(Dest));

|l PRy @ o Y- -0 W 4 o Yo B
Fiags(Origin)(pest) =

UserTaskO Write ( M

True: Mmr_Pointers [
UserTaskO_Send_Msg_Origin + ( -1
) ].subPointers [
UserTaskO Send Msg Dest + ( -1)

1);
s

end Send_Msg;
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Model Extraction - Partitions

task type UserTask (TaskID:
Proc_Id);

task body UserTask is
I: natural range 0..3 := 0;
dest : Proc_Id;
locMsg : Msg;
A: Mem_Row;
begin
while 1< 2 loop
dest:= (imod 2) + 1;
Read Msgs(TaskiD, A);
Send_Msg(locMsg);
=1+1;
end loop;
end UserTask;

proctype UserTaskO( unsigned
TaskID: 2, byte ProcNumber) {

do
.. UserTaskO i< 2->
UserTaskO dest=
(UserTaskO 1% 2) + 1;

UserTaskO_Read_ Msg(TaskID,A);
UserTaskO Send Msg
(UserTaskO locMsg );
UserTaskO | = UserTaskO |
+1 ;
.. else -> break;
od;



Once initialized the information flow policy is
Immutable
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The memory space of a partition can only contain
messages whose sender is authorized
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Conclusions and Future Work

»ATOS potential?

»The Ada scheduler is not represented In
SPIN. What are the consequences?

»The Output Interpretation and State
Explosion problems.
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