
Avv. Giovanni Battista Gallus
LL.M. Ph.d. ISO 27001 Lead Auditor

gallus@array.eu - gallus@gm-lex.eu 

The laws of robotics and autonomous vehicles may be 
much more than three, but don't panic... yet.

mailto:gallus@array.eu
mailto:gallus@gm-lex.eu


@gbgallus
●

Avv. Giovanni Battista Gallus
●

A Robolaw for all robots?

“Hard” laws and “soft” laws 

Overview of the Eu Resolution 
on robots

Civil liabilities

Autonomous veihicles

Ethical issues
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The 2017 Vienna Biennale
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From 1980 

Paramount Pictures (1980)

© Paramount Pictures (1980)
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To 2017
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From Avatar
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To reality
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From the Jetsons

© Hanna-Barbera
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To our homes and nursing 
homes
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Industry 4.0

By ChristophRoser at http://www.allaboutlean.com AllAboutLean.com
 Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=47640595
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All men robots are not 
created equal

“The term robot is a-technical and encompasses a wide range of 
applications that have very little in common. For this very reason, 
it is impossible to develop a unitary body of rules applicable to 

all kinds of robotic applications, rather different rules should 
apply to different classes of devices”

A. Bertolini

Kitmondo PPM

David Stillman
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“Smart Robot” definition
The acquisition of autonomy through sensors and/or 
by exchanging data with its environment (inter-
connectivity) and the trading and analysing of those 
data;

self-learning from experience and by interaction 
(optional criterion);

at least a minor physical support;

the adaptation of its behaviour and actions to the 
environment;

absence of life in the biological sense

European Parliament resolution of 16 February 2017
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Question time!

Which among the 
following legal 
statuses is closer, 
at the present 
time, to the one 
applicable to 
smart robots? 
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Digital person?

https://en.wikipedia.org/w/index.php?curid=12543502
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Slave?
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Pet/animal?
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Children/minor?
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Software?
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Tool (machine – car – 
manufactured object)?
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Hard laws

Directive 85/374/EEC on liability for defective products

Machinery Directive 2006/42/EC

Council Directive 89/391/EEC of 12 June 1989on safety and health at work

Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 
2017 on medical devices

EU Regulation 2016/679 (GDPR)

Future EU Regulation on Drones (Notice of Proposed Amendment 2017-05 (A)- 
Introduction of a regulatory framework for the operation of drones)

Convention on damage caused by foreign aircraft to third parties on the surface, 7 
October 1952

Several Conventions regarding international civil liabilities (nuclear power; 
dangerous and noxious substances; oil pollution etc)

The hardest part: all national laws regulating civil and criminal liability for 
harmful acts
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Soft Laws

European Parliament resolution of 16 February 2017 with 
recommendations to the Commission on Civil Law Rules on 
Robotics

Charter on Robotics
– CODE OF ETHICAL CONDUCT FOR ROBOTICS ENGINEERS 

European Parliament’s resolution of 29 October 2015 on safe use 
of remotely piloted aircraft systems

Opinion 1/2015 on Privacy and Data Protection Issues relating to 
the Utilisation of Drones

2015 Riga Declaration on remotely piloted aircraft (drones)

All relevant technical standards (ISO/TC 299 -Robotics and others)
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We must accept liability

The trend towards automation 
requires that those involved in 

the development and 
commercialisation of AI 

applications build in security 
and ethics at the outset, 

thereby recognizing that they 
must be prepared to accept 

legal liability for the quality of 
the technology they produce
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Control and verification

Safeguards and the possibility of human control 
and verification need to be built into the 

process of automated and algorithmic 
decision-making
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Recommendations - general

Compulsory registration

EU Agency for Robotics and Artificial 
Intelligence

Attention to emotional connection between 
humans and robots
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Recommendations - general

“Kill switch”
(sorry, HAL 9000)

Cryteria
https://commons.wikimedia.org/w/index.php?
curid=11651154
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Recommendations – 
research & innovation

Open science and responsible ethical innovation

Interoperability between systems, devices and 
cloud services, based on security and privacy by 
design

Open environment, from open standards and 
innovative licensing models, to open platforms 
and transparency, in order to avoid lock-in in 
proprietary systems that restrain interoperability
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Recommendations – Ethical 
principles I

Human safety, health and security; freedom, 
privacy, integrity and dignity; self-
determination and non-discrimination; 
personal data protection

Strict and efficient guiding ethical 
framework for the development, design, 
production, use and modification of robots
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Whose ethics rule?

The beginning of ‘policy’ for 
robotics is that agents have to 
act ethically right and 
maximise good consequences.

The main value issues seem to 
concern honesty, esp. 
nondeception of users and 
customers.

 euRobotics Topics Group
Ethical, Legal and Socio-economic 

Issues in Robotics
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Recommendations – Ethical 
principles II

Transparency

it must always be possible to reduce the AI system´s computations to a form 
comprehensible by humans;

advanced robots should be equipped with a ‘black box’ which records data on 
every transaction carried out by the machine, including the logic that contributed 
to its decisions

Guiding ethical framework should be based on the principles of 
beneficence, non-maleficence, autonomy and justice, on the principles 
and values enshrined in Article 2 of the Treaty on European Union and in 
the Charter of Fundamental Rights

Special attention should be paid to robots that represent a significant 
threat to confidentiality owing to their placement in traditionally 
protected and private spheres
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And now...

X RATED MATERIAL
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Roboprostitution

©  Warner Bros, 2001

© HBO 2016 
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Recommendations – IP & 
flow of data

Intellectual Property

Compliance with the principles of GDPR

right to respect for private life and to the 
protection of personal data

High level of security
– Responsibility of designers of robotics and AI to 

develop products to be safe, secure and fit for 
purpose
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Data protection & robots

https://www.flickr.com/photos/pallina60loon/
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Data protection by 
design 

Data protection by 
default 

Data Protection 
Impact 

assessment

EU Regulation 2016/679

Necessity & 
proportionality

Data protection by 
default 

Transparency

Certification
mechanism
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Recommendations – 
Standards safety and 

security
International harmonisation of technical 
standards

Lawful reverse-engineering and open 
standards

Setting up of special technical committees, 
such as ISO/TC 299 Robotics

Efficient strategy & monitoring mechanism for 
testing robots in real-life scenarios
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Recommendations – 
Autonomous means of 

transport

Urgent need for global rules

Drivers reaction time (human 
factor)

Drones
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“A key finding is that it took 2-3 seconds for participants to ‘takeover’ 
manual controls and resume active driving after short periods of 

autonomous driving in urban environments”

http://www.venturer
-cars.com/trial-1-

results/
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On the other side of the 
pond

http://cyberlaw.stanford.edu/wiki/index.php/Automated_Driving:_Legislative_and_Regulatory_Action
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The (near) future 
for drones 
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Recommendations – Care & 
medical Robots 

Human factor is still fundamental

Proper training of surgeons

Vital to respect the principle of 
the supervised autonomy of 
robots
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Recommendations – Human 
repair and enhancement

Cyber physical systems

Appropriately staffed committees on robot 
ethics, in hospitals & health care institutions

Patching and updating of vital medical 
applications (also by independent trusted 
entities)
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Human enhancements & 
biorobotic devices
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Recommendations – Liability I

European framework

Smooth joint human / robot activities

Legislative initiatives + soft laws

No limitation on damages not to property, on the sole 
grounds that damage is caused by a non-human agent

Strict liability or risk management approach?

At least at the present stage the responsibility 
must lie with a human and not a robot
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The blame game: the 
monster or the creator?

We need to retain the principle 
that humans are responsible for 
their actions, while robots and 
other machines are not

 euRobotics Topics Group
Ethical, Legal and Socio-economic Issues 

in Robotics

© Gruskoff/Venture Films 1974
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Recommendations – Liability II

Programming vs training

Liability should be proportional to the actual level of instructions given to 
the robot and of its degree of autonomy, so that the greater a robot's 
learning capability or autonomy, and the longer a robot's training, the 
greater the responsibility of its trainer should be

Obligatory insurance scheme, taking into account all potential 
responsibilities in the chain

Compensation fund for uninsured robots

Limited liability for the manufacturer, the programmer, the owner 
or the user, if they contribute to a compensation fund, as well as if 
they jointly take out insurance to guarantee compensation where 
damage is caused by a robot
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The Jessica Rabbit principle, 
applied to robotics

I'm not bad 
I’m just
 drawn build, 
programmed and 
trained 
that way...

© Touchstone Pictures 1988
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The importance of training



@gbgallus
●

Avv. Giovanni Battista Gallus
●

Asimov’s laws are not 
enough (sorry, Isaac...)

A robot may not injure a human being or, 
through inaction, allow a human being to come 
to harm

A robot must obey the orders given by human 
beings except where such orders would conflict 
with the first law

A robot must protect its own existence as long 
as such protection does not conflict with the 
first or second laws
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Even if you change their 
order...

https://xkcd.com/1613/
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The future of RoboLiability

The inadequacies of existing rules suggests to 
radically replace a fault based rule with a risk-
management approach (based on absolute 
liability rules), holding liable the party who is 
better placed to minimize the cost and 
acquire insurance

 euRobotics Topics Group

Ethical, Legal and Socio-economic Issues in 
Robotics
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And finally, RoboArt

Are we ready to accept the gift of the Evil 
deity?
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Is a robot luckier than me?

Many thanks to Marco Scialdone for the idea
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In conclusion, we might ask 
Marvin...

“I've calculated 
your chance of 

survival, but I 
don't think you'll 

like it”
By Chris Favero - USA (Marvin the Paranoid Android #cosplay #C2E2 2015) 
 via Wikimedia Commons



@gbgallus
●

Avv. Giovanni Battista Gallus
●

The success of robots lies, 
quite literally, in your hands

© Spyglass Entertainment, Universal Pictures, 2003
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Questions?Questions?
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Let’s continue the conversation

 gallus@array.eu        @gbgallus

Unless stated otherwise, 
all texts are distributed 
under a Creative Commons 
Attribution – non 
commercial – sharealike 
3.0 Unported license
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